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MIDDLEWARE & BASIS SOFTWARE == Systems
FAIL-OPERATIONAL CONCEPTS ~ Development and extension of
VIRTUALIZATION .~ established industrial platforms for

the use in multicore based systems

o Investigation of basis software,
middleware and operating systems

Evaluation and development of fail-
operational concepts for multicore
platforms
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MIDDLEWARE HIERARCHICAL SCHEDULING
Platform architecture VIRTUALIZATION & HYPERVISORS

and distribution patterns COMMUNICATION
CODE QUALITY

RESOURCE BROKERING
MIXED CRITICALITY QUALITY-OF-SERVICE

Synchronization and
TIME DIVISION MULTIPLEXING REAL-TIME

Communication

RELIABILITY
FAILUREMODES swITCHOVER MECHANISMS
Fail-operational 15026262 FAILURE DIAGNOSIS
SIMPLEX ARCHITECTURE
concepts REDUNDANCY

FAULT TOLERANCE
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Parametric runtime environment s re

Post-build loadable q
@3 (e.g. COM, Diagnostics) Basic Software

Master-satellite pattern
:

Hierarchical scheduling servie 11 Satle

|

T

iu 1) task

Task management in heterogeneous
systems

I Node 1(cPU) k [ Node2(eg, GPU) |

en- |
,.{ Action |

Application

{ Noded(eg.DSP) |

Action Il

Action 1l
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" BE path 0
= critical traffic

""" BE path 1
BE path 2

------ 2 N3
E
:

o
portl DRAM port2

Error occurs:
= Switch to altemative channel
= Inform system management unit

* Communication layer for networks-on-
chips

e Communication semantics and model
transformation

* Inter-processor communication in
heterogeneous architectures

* Fault tolerant communication

* Communication with low latency and
real-time requirements
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* Virtualization concepts and
hypervisor implementation

* Virtualization of heterogeneous

systems
* Online-monitoring of hypervisor .

operation

* Embedded hypervisor
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Safety & Security

* Safety assurance and contract based design
* Hypervisor code quality

addr hard error data

| - e L emmn, * Isolated and protected channels inside a chip

wd

Megllback.

2-bits/1 memory bit (Fallback system) |«

00: ok
Data Memory Hard Error State 01: stuck 0
10: stuck 1 Monrol

Q 1 (Control entity)

- i

- * Dynamic migration of functions for
- heterogeneous SoCs

53

Mcomplex |
(Initial system) [«

i * Fail-operational switchover mechanisms

] * Efficient fail operational multicore processor

* Transaction » Notification Aceess protection scope

* Fail operational concepts for NoC-based
multicore systems

[ MPSoCs ]

[ Attacks 1[ Countermeassures ]

MECHANISM RESULT /ATTRIBUTES | 'HW SUPPORT ° Threat mOdels and mltlgatlon

* Isolated and protected channels inside a chip

* Secure interface to modules outside of a chip
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Conclusion

* Successful collaboration between industrial partners and research
organizations

 Several scientific publications

* Validation of platform solutions in demonstrators
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STRUCTURED MULTICORE MULTICORE METHODS INDUSTRIAL PLATFORMS
DEVELOPMENT ANDTOOLS FOR MULTICORE SYSTEMS

Thank you for your attention!

Christian Eismann (christian.eismann®@elektrobit.com)
Elektrobit Automotive GmbH
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